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Introduction to Browser 
Fingerprinting 

● What is it? 
● The good, the bad 
● What are browsers doing? 
● What can I do? 



  

  

  
 

   

What is browser fingerprinting? 

> a technique that identifies a unique website visitor 
using data collected from the browser 

> also called device or online fingerprinting 
> differs from 

⎼ cookies 
⎼ network and protocol level fingerprinting 



  

        
     

     
  

      
        

How it works 

> when you visit a website, the fingerprinter obtains data 
from your browser about your device 

> a digital fingerprint is then created by sewing together 
these discrete pieces of information 

> this is then used to ID and track your visits 
⎼ third party services use it to identify you across sites 



    

 

  
 

  
     

 
   

What kind of information can be collected 

A few examples 

> browser and operating system 
> preferred language for the response 
> canvas image data 
> do not track - is it enabled or not? 
> screen width 
> many many more ... 



   

 
   

 
 

  
 

 

Where is info gathered from? 

> HTTP request headers 
> the browser’s public APIs via JavaScript 

⎼ DOM API 
⎼ Canvas API 
⎼ WebGL API 
⎼ Web Audio API 
⎼ etc ... 

MDN Intro to Web API’s 

https://developer.mozilla.org/en-US/docs/Learn/JavaScript/Client-side_web_APIs/Introduction


         
        

Uniqueness 

An individual property or value may not be unique, but 
adding all of them together creates a high probability of a 
unique user profile. 



    
         

     
      

     
         

Canvas example 

> A canvas element is drawn in the background 
> Small variations in the rendered image result from the 

particular mix of “video card hardware, operating 
system-level video drivers, and fonts installed”* on the 
users computer 

> A metric is created from the rendered image data 
> This variation adds another data point to the overall 

fingerprint 
* https://coveryourtracks.eff.org/ 

https://coveryourtracks.eff.org/


The good, the bad 



 

 

 
       

       
 

        

The good 

Legitimate reasons for fingerprinting: 

> to detect fraud and bots 
⎼ tampered fingerprints, e.g. do related attributes make sense 

> augment authentication 
⎼ a bank verifying a login from an unknown device 

> detecting vulnerable systems 
⎼ a sys admin detecting machines in their network with 

outdated browsers, plugins, etc. 



 

     

            
       

 
       

    

The bad 

> privacy 
⎼ unwanted tracking and unwanted targeted advertising 

> no opt-out or delete setting in the browser 
⎼ it is stateless, there is no need to store the information in the 

browser like a cookie so cannot be deleted 
> security 

⎼ bad actors can detect vulnerable systems and devise exploits 
based on info in the fingerprint 



   What browsers are doing 



Safari 



Firefox 



   Firefox enhanced tracking protection 



Brave 



      
   

     
        

  
         

   

Tor browser 

> works on top of Tor anonymity network 
> produces one fingerprint for all users 
> however 

⎼ deviation from default settings can add variation 
⎼ and some sites limit access from the Tor browser 

> Firefox/Tor Fusion project 
⎼ “the ultimate long-term goal of Fusion is to integrate full Tor 

Browser features in Firefox” 

https://en.wikipedia.org/wiki/Tor_%28anonymity_network%29
https://wiki.mozilla.org/Security/Fusion


   

    
        

 
   

 

What about private/incognito windows? 

> Private/incognito windows delete search history, 
cookies, and browsing history but do not protect 
against fingerprinting. 

> Firefox containers? 
⎼ Cookie isolation, not fingerprinting 

> VPNs? 
⎼ Mask your IP 



  What can I do? 



  

          
 

          
    

      
 

What can I do? 

There are no solutions at this point that completely block 
malicious fingerprinting. 

You can turn off JavaScript which will block a majority of 
the finger-printer’s data points but at the cost of breaking 
sites. 

And that doesn’t address information sent via HTTP 
request headers. 



     

     
           

   
        

   

    
 

However to mitigate the impact you can 

> keep your browser, operating system, up-to-date 
⎼ so even if a bad actor detects your setup they won’t be able to 

exploit vulnerabilities from out-of-date versions 
> make sure privacy protection tools in your browser are 

enabled and monitor them to see what they are 
blocking 

> consider trying the noscript extension in FireFox to 
block JavaScript 

https://addons.mozilla.org/en-US/firefox/addon/noscript/


  
     

         

 
  

    
   

Sources and resources 

> Browser fingerprinting: A survey 
⎼ comprehensive overview of the fingerprint landscape 
⎼ most of this presentation is based on this article unless 

otherwise noted 
> https://amiunique.org and https://coveryourtracks.eff.org/ 

⎼ research projects with tools to view your fingerprint 
⎼ both have robust privacy policies 

> More resources from amiunique.org 

https://arxiv.org/pdf/1905.01051.pdf
https://amiuniuqe.org
https://coveryourtracks.eff.org/
https://amiunique.org/links


  More from CISO 



          
       

  

    

   

Check out CISO training resources 

The Office of the CISO has produced and accumulated materials to educate 
you on cybersecurity. They’re both awesome and free! 

● Online training: 
https://ciso.uw.edu/education/online-training/ 

● Risk Advisories and Best Practices: 
https://ciso.uw.edu/education/risk-advisories/ 

● Infographics: 
https://ciso.uw.edu/education/infographics/ 

And much, much more. 

https://ciso.uw.edu/education/online-training/
https://ciso.uw.edu/education/risk-advisories/
https://ciso.uw.edu/education/infographics/


   

            
       

             
 

  
     

   

Become a security advocate 

A Community of Practice for people with an interest in learning about and 
promoting a culture of cybersecurity throughout the UW 

● Work with the Office of the CISO to develop and promote best practices 
and awareness 

● Build relationships, exchange information, collaborate, share expertise, 
and help us all reduce risk 

Email ciso@uw.edu with "Advocates" in the subject line. 



   

     
         

     

       

Take a secure coding class 

Web App Security 101: Thinking Like an Attacker 
● Get hands-on experience hacking a vulnerable web application 
● Explore common vulnerabilities such as XSS, SQL injection, and 

web parameter tampering 
● 3 hours 
● Now, for a limited time, all online! 

Contact Pete Graff (UW-IT Slack or pgraff@uw.edu) 



   

     
   

 

   Subscribe to CISO’s weekly cyber intelligence report 

Provides UW risk management decision makers with 
curated and distilled intelligence related to UW 
information security assets, threats, and 
vulnerabilities. 

Email ciso@uw.edu with "Cyber Intelligence Report" 
in the subject line. 



    

Thank you! Questions? 

Peter Giles Pete Graff Jeane Marty 
gilesp@uw.edu pgraff@uw.edu jeanem@uw.edu 

mailto:jeanem@uw.edu
mailto:pgraff@uw.edu
mailto:gilesp@uw.edu
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